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NEW QUESTION: 1
The NetStumbler tool is an example of which wireless attack
type?
A. information gathering
B. hijacking
C. denial of service
D. eavesdropping
Answer: A

NEW QUESTION: 2
Which of these options describes a management/operational
metric for Problem Management?
A. The number of urgent/emergency RFCs implemented
B. The number of RFCs submitted resulting from Problems
C. The number of successful and failed Changes
D. The top ten Incident categories
Answer: B

NEW QUESTION: 3
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Answer: B

NEW QUESTION: 4
Tim's day to day responsibilities include monitoring health of
devices on the network. He uses a Network Monitoring System
supporting SNMP to monitor the devices for any anomalies or
high traffic passing through the interfaces. Which of the
protocols would be BEST to use if some of the requirements are
to prevent easy disclosure of the SNMP strings and
authentication of the source of the packets?
A. SNMP V2
B. SNMP V1
C. UDP
D. SNMP V3
Answer: D
Explanation:
Simple Network Management Protocol (SNMP) is an
Internet-standard protocol for
managing devices on IP networks. Devices that typically support
SNMP include routers, switches,
servers, workstations, printers, modem racks, and more. It is
used mostly in network management
systems to monitor network-attached devices for conditions that
warrant administrative attention.
SNMP is a component of the Internet Protocol Suite as defined
by the Internet Engineering Task
Force (IETF).
SNMP V3
Although SNMPv3 makes no changes to the protocol aside from the
addition of cryptographic
security, it looks much different due to new textual
conventions, concepts, and terminology.
SNMPv3 primarily added security and remote configuration
enhancements to SNMP.
Security has been the biggest weakness of SNMP since the
beginning. Authentication in SNMP
Versions 1 and 2 amounts to nothing more than a password
(community string) sent in clear text
between a manager and agent. Each SNMPv3 message contains
security parameters which are
encoded as an octet string. The meaning of these security
parameters depends on the security
model being used.
SNMPv3 provides important security features:
Confidentiality - Encryption of packets to prevent snooping by
an unauthorized source.
Integrity - Message integrity to ensure that a packet has not
been tampered with in transit
including an optional packet replay protection mechanism.
Authentication - to verify that the message is from a valid

source.
The following answers are incorrect:
UDP
SNMP can make use of the User Datagram Protocol (UDP) protocol
but the UDP protocol by itself
is not use for network monitoring.
SNMP V1
SNMP version 1 (SNMPv1) is the initial implementation of the
SNMP protocol. SNMPv1 operates
over protocols such as User Datagram Protocol (UDP), Internet
Protocol (IP), OSI Connectionless
Network Service (CLNS), AppleTalk Datagram-Delivery Protocol
(DDP), and Novell Internet
Packet Exchange (IPX). SNMPv1 is widely used and is the de
facto network-management protocol
in the Internet community.
SNMP V2
SNMPv2 (RFC 1441-RFC 1452), revises version 1 and includes
improvements in the areas of
performance, security, confidentiality, and manager-to-manager
communications. It introduced
GetBulkRequest, an alternative to iterative GetNextRequests for
retrieving large amounts of
management data in a single request. However, the new
party-based security system in SNMPv2,
viewed by many as overly complex, was not widely accepted.
The following reference(s) were/was used to create this
question:
http://en.wikipedia.org/wiki/Simple_Network_Management_Protocol
Harris, Shon (2012-10-18). CISSP All-in-One Exam Guide, 6th
Edition (p. 587). McGraw-Hill.
Kindle Edition.
Hernandez CISSP, Steven (2012-12-21). Official (ISC)2 Guide to
the CISSP CBK, Third Edition
((ISC)2 Press) (Kindle Locations 7434-7436). Auerbach
Publications. Kindle Edition.
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