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NEW QUESTION: 1

A. Option D
B. Option B
C. Option C
D. Option A
Answer: C
Explanation:
http://www.cisco.com/en/US/docs/ios-xml/ios/sec_data_zbf/config
uration/xe-3s/sec-zone-pol- fw.html Zone Pairs A zone pair
allows you to specify a unidirectional firewall policy between
two security zones.
To define a zone pair, use the zone-pair security command. The
direction of the traffic is specified by source and destination
zones. The source and destination zones of a zone pair must be
security zones.
You can select the default or self zone as either the source or
the destination zone. The self zone is a systemdefined zone
which does not have any interfaces as members. A zone pair that
includes the self zone, along with the associated policy,
applies to traffic directed to the device or traffic generated
by the device. It does not apply to traffic through the device.

The most common usage of firewall is to apply them to traffic
through a device, so you need at least two zones (that is, you
cannot use the self zone).
To permit traffic between zone member interfaces, you must
configure a policy permitting (or inspecting) traffic between
that zone and another zone. To attach a firewall policy map to
the target zone pair, use the servicepolicy type inspect
command.
The figure below shows the application of a firewall policy to
traffic flowing from zone Z1 to zone Z2, which means that the
ingress interface for the traffic is a member of zone Z1 and
the egress interface is a member of zone Z2.
Figure 2. Zone Pairs
If there are two zones and you require policies for traffic
going in both directions (from Z1 to Z2 and Z2 to Z1), you must
configure two zone pairs (one for each direction).
If a policy is not configured between zone pairs, traffic is
dropped. However, it is not necessary to configure a zone pair
and a service policy solely for the return traffic. By default,
return traffic is not allowed. If a service policy inspects the
traffic in the forward direction and there is no zone pair and
service policy for the return traffic, the return traffic is
inspected. If a service policy passes the traffic in the
forward direction and there is no zone pair and service policy
for the return traffic, the return traffic is dropped. In both
these cases, you need to configure a zone pair and a service
policy to allow the return traffic. In the above figure, it is
not mandatory that you configure a zone pair source and
destination for allowing return traffic from Z2 to Z1. The
service policy on Z1 to Z2 zone pair takes care of it.

NEW QUESTION: 2

A. Option
B. Option
C. Option
D. Option
E. Option
Answer: E

D
E
C
A
B

NEW QUESTION: 3
Which action would be the responsibility of the First Responder
once arriving at the scene of a suspected incident as part of a
Computer Security Incident Response Plan (CSIRP)?

A. Performing timeline creation on the system files in order to
identify and remove discovered malware.
B. Making the decision of whether or not to notify law
enforcement on behalf of the organization.
C. Copying critical data from suspected systems to known good
systems so productivity is not affected by the investigation.
D. Conducting initial interviews and identifying the systems
involved in the suspected incident.
Answer: D
Explanation:
Explanation/Reference:
Explanation: The First Responder plays a critical role in the
Incident Response process on the CSIRT (Computer Security
Incident Response Team).
Here is a list of some typical responder tasks:
- Make sure that the correct system is identified and
photograph the scene, if necessary.
- Conduct an initial interview (not an interrogation) of any
witnesses.
The decision to notify law enforcement requires explicit
approval and direction form management and/or counsel. While a
First Responder may collect initial data while minimally
intruding on the system, no major changes, or indepth media
analysis should be performed by the First Responder when
initially responding to a suspected incident.

NEW QUESTION: 4
What is the primary difference between a host-based firewall
and a traditional firewall?
A. There is no difference between the functional aspects of
host-based and traditional firewalls.
B. Host-based firewalls protect an individual machine while
traditional firewalls control traffic arriving at and leaving
networks.
C. The host-based firewall can block traffic based on
application or file type.
D. The traditional firewall can identify and protect against
malicious HTTP exploits.
Answer: B
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